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COMPUTER HARDWARE AND SOFTWARE SECURITY

SCOPE

All employees.

PURPOSE

To protect against the unauthorized use of the University of St. Thomas's data and word
processing facilities, equipment and software.

POLICY

The University of St. Thomas' data and word processing facilities, equipment and
software are valuable corporate assets. Unauthorized use of these assets will result in
disciplinary action, up to and including immediate discharge.

Computer and office automation equipment leased or owned by the University of St.
Thomas and purchased time sharing services, may be used only to conduct University of
St. Thomas business.

University of St. Thomas computers may not be used to develop programs for outside
use, and word processors may not be used to prepare documents for outside, without prior
approval by the employee’ s supervisor.

Computer software developed by employees or contract personnel on behalf of the
University of St. Thomas, or purchased for the use of the University of St. Thomas, is
University of St. Thomas property and may not be sold or distributed to outsiders unless
authorized in writing by the President.

Contract with vendors or proprietary software packages clearly define the limits of their
use. Employees are forbidden to copy or use software contrary to the contract’s
provision. Products purchased and/or leased to run on a specific central processor may
not be copied or run on additional processors until an agreement which provides for such
usage is obtained from the vendor.

Personal computer software products may not be copied except to the limit provided by
the vendor’ s contracts (e.g., a backup copy for protection).
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